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Research on Vulnerability Mining Method for Mini-program Templates

YANG Yunteng, SHI Yizhe, YANG Zhemin

(System and Security Laboratory, School of Computer Science, Fudan University, Shanghai 200433, China)
Abstract: Mini-program templates are widely used in the development, but their inherent vulnerabilities expose a large number of mini-
programs to security risks. Due to the closed-source nature of mini-program template code and the lack of transparency in their usage,
existing methods struggle to detect both the inherent vulnerabilities in the templates and the derived vulnerabilities in mini-programs.
To address this, this paper proposes a vulnerability mining method for mini-program templates, which combines multi-stage clustering
analysis and template behavior analysis. This method extracts code features to group mini-programs developed by same template, and
uses a graph-matching-based heuristic approach to identify similar program behaviors, i.e., template behaviors for constructing an inter-
procedural control flow graph of mini-program templates. By analyzing inter-procedural control flow graph of templates, this method
can quickly locate and systematically evaluates mini-program vulnerabilities and their spread caused by template development. Based
on this method, we have implemented a vulnerability mining tool called MTVMiner for mini-program template, which extracts 11,468
inter-process control flow graphs from collection of mini-programs with an accuracy rate of 91.23%. MTVMiner has been used for key
leakage vulnerability detection, identifying 690 templates with key leakage vulnerabilities, affecting over 20,000 mini-programs.
Keywords: MiniApp template; graph matching; data flow analysis; vulnerability detection
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Table 2 Example of miniapp function call chain
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AR F3RI7E, MTVMiner FEWSFREUBAR /INEF A
FE PR B HI B e LA A SR 3, R X I e A LT

RN IR AT B G, 5 P ) d /N ASASCI A T s 1 P
ik i S R IREERAT 944, MTVMiner 258 /MEFFAR
AR IR TR 47 ot A PR 4 4 D i s )t L AR s A ) O FH 48, 9
W BF B 1 I R IR R R R R B L A R A
func_asts.json Al call_rels.json PN SCHEH . 45 5 8275 B0t O
AN /IR PSRRI AR (A1 AL B AT 22 4 43 #, T N AR
B % NEFFRRR ) func_asts.json A call rels.json [HIE4EAE
NS ELEY MTVMiner JEEMESEL, ([EnlLLEEE
FS/ IR PSR P e (] 428 I e
AT AR A

[@D RTINS
() mamsin

B 4 Pt o 3R ER

Fig.4 Extraction of control flow dependency

323 AT AT

JSE MTVMiner U 22 H /N PP ASTAR (14 1k 42 [A] 4 il
W, BRI AR A LT AR T, PG AR %
I B o B TR W R w2, o JE 2 A A T RO HE R PR
B s B, B eI E B 3 IR AR AT
UL, J55E this.data.phone MIBHEALREERED . 5]
R OMERAEA I S MIBR, BAJOH this.data.phone 1%
IBZ code phone PIEHBIMIRL . Bbah, AN ToHr HADAEAR
IR HIEARI®, BT LRI this.data.phone #5745 FH . (R,
BRI BT R, BIMEE A5 RO AR AT A
MM BR, BRI A A4 ) B R this.data.phone 5 iEH]
@1 code phone A EER .

G, ARSC G N BRI o3 ARt /N R AR I A ]
a1 P S o o T SR B A2 AT 4 b 4% - MTVMIner #)
H TaintMinit X A6 PREAR /N i A5 1] 428 ) 7 B AT 2 B
180 /N TR P AR e R TR 4 ok L AT B i A, 424 L b 8
PRI 2RI T, T S B TR 2L BT )19 AT SR
MTVMiner F BRI AT HAR, BABRIERTS frh A s
4L 4% &, T code_phone 3% this.data.phone FIFA . 2 Ji5
{HLEJ5 28248 F code_phone FRIEA) VRN taint JEME, FHTHd
FiE4A) % code_phone A8 %2 this.data.phone {540 . 3Eid_E
TR T2, ARDCHRELI /N AR I [ 4 ) 3 P E T s 2 4
SIFTR AT AR B TR T 48R, IR ZIR T
TaintMini T B A 2 O RE B A E RE T
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1. var sdk = require('../../../utils/sdk.js')
2. Page({
3 data:
I R
5. ; Temaizz o T
6 1
7 onLoad function (options) {
8 T this.data.phone = options. phone]
P9, this.data.email = options.email
1 10. },
‘ 11. confirm: function () { ﬂf:ﬁu‘&}%/lﬂ W%?
v 12, @[let code_phone = addCountryCode (this.data.phone) }< X
‘ 13. @ sdk.post ("***/submit", code_phone)
D14, }, %
15. addCountryCode: function” (raw_phone) {
1 16. return "+86" + raw_phone
17. }
18. })

K5 Baiibrdon sl
Fig. 5 Example of data flow break

3.3 RiRRIEZHE
33.1 B A iR 12 3

TERARAT N BT, MTVMiner GE 8545 /N P45
A R () 4% A PP I HE Ok o DRI, B9F N ST DU X6 /N
PR R B AT 22 4 00 H, i as i.

AL LA/ P 2 SR AS I g 9], 4 5 G ek A%
G w2 A Tk S ANME PO AR AR R AR S & o 7
T2 PP 2 MR 2 FR e /MR T R BUS AT R, BURGE R
(i APL5H N2 Uil & WAE) Boh 3 R B =
FIF RO XML PT e S 80™ H )22 42 1), 4] an s
MER . REBBVIF . HEBES. Zhang!'%5 AR
B, /INFE P HP AR AE K B 2 I g i kR 11 1) R . A SORHZ %2
AR TR AR A R G [ Ak =X, o ELE
FAERR R AR S, (R (SORR A% AN S Al 22 i ik
KEABEE, PRI RR 2250 by T e 25 B0 7 B A A o AR
SR R IR U 0 2 2 A O R ) 4 o 3 Pl o T
THTB . WG, ASON TR T B AT B B B,
ST BRI . SR PT e R B 2 H T NE
FPAESRE: VA, AR ST AR A7 75 25 B it 1]
332 BRIERRRZE

IR ASAR [ — LRI A28, HAEsln e R
fil & 78 4 A AT DLER FA B AN . LA B R A W A 1
MTVMiner f8 MR ok 72 18] 4% i i3t P o it HUREE 4 ) %
HHR RSO HE T RIS AE U TR %, MTVMiner
FEASEAR /N v DR 5 A7 BB % DT i A ASEAR R VIR BT 26 % 1)
A E . BT IR E %I, MTVMiner {75 25
T K P DT T EEAT J 00 2 TR 4 o B A 2 B T, e ek
A RS

4 SKEOFNIFAH

AL SeXT MTVMiner 2 B BT ] 21
ARG 8 LT SRS ST HEAT S 36 396 22 X 2 R A 1 1 6
BEATVPAL, SAJE X MTVMiner FIBURAT AR MG AT 1
TR PPAtT, f5cfe AR 25 A% 2 BTk D 9] 25 3240/ PP AR [

R B FUAT A (/N R R, [ B R s AR T R S BT
T4 ] A — 5 Pl
4.1 LIIMEABIEE

ARSI REAE RN AR A R s R IREE N 64
AN CPU #%0» (Intel Xeon Gold 5218,2.30GHz), WIZIA N
5.15.0, MFRNATER/NA 256G H) 64 DIk BAFAEN
Ubuntu 22.04.4 LTS £&%;, Python ift4<y 3.10.12, Node.js i
AN 16.20.2.

AR SO B A A B A BRI /N AR SR 50 R
SRR MiniCrawler® Sk @ /NMEF WG EIR S, FHHE
RS BIHATIEDE, FEITICI 330359 MNEFR, Bl
LI B IR 1) /N P B 307784 2,
ARSCHR A /NP BB S5 T 15 2. XN B SE AT 432,
it 6362 N RR.

42 ZMEBERESWITME
42.1 A € Ao J R H R IR

TERI T B, DURIAG Ry R 800 22 DL S SR R
(R AE AL BRI 35 5 ZEIE o« DADTTHIAT = PR ARABA BB 9 ], A SC
BERTHIE 10 A5 A EHE 4R, BENAMREH 100 4NN EFF
o FE T THT SRR U S/ ISR P DT RV RS o 2 S5, ARSCM
HIBAE 60%-100%, 5K SY%EATREATHIRE, N5 B oy
SRE 50 X DU HEAT N LA 4,  F bR i B IR AR Bh o
(L, BRAERGSR . A SO N T HT IR 2 5 A DL B 1
BEATRERRE ], Q4 B, IFRL 90% R %y P 8 DUTH

UL B (B T

100 /./'
o

HEWER (%)

60-65 65-70 70-75 75-80 80-85 85-90 90-95 95-100

HBLBIE (%)

K6 DU (5 0 A P
Fig. 6 Analysis of page similarity threshold selection

A JEARACLRE BRI, A B DL TR A BAFE BRI V& TE 85%-90% 1] o
TR, ARSCEIURAE HH FIE 88%fF > DL A J5 AR AL 1 18 o
LI 7] e 77 2, AR SCRR B A BR B ZEAR ARl 93%,
FET TUIHIAR =) R 500 A0 bR SO FH B S/ N e 1 A AL
B2 510 88%. 93%F11 93%.

BEAL, ASCEHL T W R R IR IR R 2R =l
RBFEN R — AT KRR AT R, =FPRE
H9% Fl-score 7> %4 0.949. 0.987. 0.972. ik, ACH&
IR KRB FIE T 2 BT .

422  ZHBRESA IR
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N CONE G O T O /[N

TER R BB T J5, AR SON T B B0 AT 2 I B
RRIMT o ASOH B/ NFE BT 3 AN s SONF 3%, 5
TN 11468 A~ o ASCN A BEHLIIEL 5 AR PR IT AL 2 F
BEREATIAEA R, SRS Rk 4 FoR.

R 4 R HHAET R PP
Table 4 Effectiveness of cluster analysis

METEE

—— TP FP FN HERf 2R el
i3 TisrKsk
8 11 5 0 3 100.00% 62.50%
10 11 10 0 1 100.00% 90.91%
20 20 17 3 0 85.00% 100.00%
32 37 31 0 6 97.43% 83.78%
81 81 81 0 0 100.00% 100.00%

M 4 7T, 2 BRI TR E N 97.96%,
FEIBEEN 93.51%. HEZ T, ZHBERESITHEE
RARMC, FZVAR TR B M LURE RS, (B2 A2
FEASTEI J& SERIRAR AT AU, ] BABeZ
4.3 EIRIT ARSI

TEZ BRI W SE UG, A SCR IR 53 /IR 7 1
RO, A5 A7 i A SRS /N 3 e AR T 42 o 3t P 4
TR AR I A AT ] T 0 B I 6 2 () 2 2% P AR AR
iRl R, DA, ARSCIEHL T 5 NR/AN Y 100 /MRS, I
MAFBENAEL kA NEFE T RARAT iR . SEEe s R
B, 2 k (R IE 10 )5, W0 AR s A i L — 2
FL, &/ NEFHEREGET 10, MTVMiner FEFLAHEX 10 4
B NFEFF F TRSRAT b BRI T 10, R R%E
HR AT /INE T A T REARAT A A AT

HH T /N PSR Bk Z JRARAS, A SO R N iy
ORI UEASARAT Sy 73 AT AE B3 1 o R T ) 7 ) vy i« Ay
U, ASCHENLIERL T 5 B/ NEFPREART 5 A ok Fdzs il i gk
PN Bk JiiR: I8 N TR ER i, =
WU G R B B AT I S5 bR (SR i 2504 o
BT 0T b o 2570 AR HRAEE 22 57 WS AR (FPD:
A AR RIRAEAE B, WA NIRIR (FND. MOGE5 3
5 FiRo

R 5 FBGRPURHAER L PPl 25 R

Table 5 Effectiveness results of template extraction

e EmRgE TP FP FN W= FEIEES
79 5 10 10 85.51% 85.51%
80 80 0 0 100.00%  100.00%
86 66 11 9 85.71% 88.00%
111 91 4 16 95.79% 85.05%
119 95 10 14 90.48% 87.16%

IG5 10K, BRSRBU-THER Ry 91.78%,
PRI 88.86% . ASCHE B XA SR B AR AR AT
RARIEAT T VAR AT o AR T R PR AE Tl SAE R R
GBI IES Y, BIInET ke BRI, FEO SR
IR A ISR U IR o T IRsAR N 32 2P TR JavaScript 4F
TRSEBLTT A5 FEAN R » 51 ek Bl b B R B S DL
TRAMEE T e Btk vk e Hoe SOERIIIE L, 2R
PR R A .

4.4 ESEMHRANITE

AL DA/NTE P 18 2 B 5 S R R VR D 49, o SR LI
11468 /MR B RE f dlR B AT, LRI 690
ERBAAE R MR, (5P S 6.02%, W
21755 N/INEFF

DA /INER e (1 B R R R R RO R S B, A
SCHENLHIRE T 5 BRI 10 ANMEF, SHET T AT
M. GEREIR, /IR PR AR (4 fi i 1B 3 S R B
DR P4 A 32— B0 o AX 2 B AR S A 118 T [ /DN AR )
ITRAZHE T EAE RE N S T LS IR TRFZ 4R, RN 87m 1
BT & e S BRI s e SR A — 5 S 1, Xt /M
PP AR A TE B 7 U o

5 4#5iF

AR I RAE N BATMEF TR ER T, HEE S
(R e VEAE CLERRS o T/ NR P SR AR (1 PR R, A
W R TCIEN H 2 SRR AT 2B R R G 0T R IX —
R, AR T B RS 2B BRI T RARAT N o i
(7572, B AESZ I /N P AR 1845 R TR LA AT A /N e U
o BT eIk, ASCSEIL T —#KIW T2 48 LA MTVMiner.
MTVMiner MAHIEIBAR TR R /N 7 I 2 1) 42 1) 3 Bl o i
SAHBAFR AT A, g MR B S R I mlm I, dE
TRFTTIL 91.23%. MEAh, ASORHRELT /N AR 2 R
PR AT 1 B S AR 4 A 25 BRI A, LRI 690 &
R AEAE 25 MR, JEaE— 500 it 2 54NN e DR SR
TFRAATAE B M R, [FINHE R T /N2 P RO R 351
BRI SR — R v, W NRE R A S 2 A — e
JBs o
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