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Privacy Data Collection Analysis for Mobile Applications with Integrated Inference Detection

Yu Shutian!, Shi Yizhe', Yang Zhemin'
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Abstract With the increasing diversification of mobile application services, their methods of privacy collection have grown more complex,
extending beyond direct collection to include privacy inference based on existing user data. While such inference behaviors are commonly
used for targeted recommendations and advertising, they also pose significant privacy leakage risks. Existing approaches primarily focus on
direct collection behaviors, lacking systematic evaluation of privacy inference capabilities. This paper proposes a privacy collection analysis
method integrating inference analysis, which combines program behavior features to detect direct privacy collection and leverages large
language models to build inference prediction mechanisms. Experimental results demonstrate that the proposed method achieves over 84%
precision and recall across all modules. Compared to existing privacy analysis tools (FlowDroid, ClueFinder, RPNChecker), our method

improves the detection rate of privacy collection behaviors by more than 40%.
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answer (or solution) based on these following
evidence: {context}. If any segment possess a
10-point confidence score, prioritize these

information and disregard others. Your answer

Given the task below: {task}, provide a final
can not mention the confidence score.

You need to process a task with a long context that greatly exceeds your context
limit. The only feasible way to handle this is by processing the long context
chunk by chunk. You are provided with a question and some information extracted
from each chunk. Each piece of information contains Extracted Information,
Reasoning, Answer, and a Confidence Score. Read the information and follow my
instructions to process it.

# Extracted Information: ..
# Task: ..
# Instructions: ..

“Extracted Information": "."
“Re. L e

"Abstract”: {

You are provided with a portion of an article and a task. Read the
article portion and follow my instructions to process it.

# Article: ..
# Task: ..
# Instructions: ..

[

[ Abstract J [ Introduction ] [ Methodologyj
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You are tasked with analyzing the privacy inference capabilities of a mobile application.
Based on the provided collected privacy list, application context, anch partial inference
knowledge graph, determine which types of privacy can be inferred. Each inference is
defined by one or more source privacy type, a relationship, and a target privacy type with a
confidence score. Please return the answer in JSON format.

1 Knowledge Graph )

The inference knowledge graph contains the following relationships:

- From <Source List> acquired in the context of <Scene>, it is possible to infer <Target List>
- From <Source List>, it is possible to infer <Target List> with a confidence score of
<accuracy>.

,—( Input )

{

-

"Application Scenarios": [ "<<<Scenel>>>", "<<<Scene2>>>" ],
"Collected Privacy Data Types": [ "<<<Privacy Data>>>", "<<<Privacy Data>>>",
"<<<Privacy Data>>>" ]

~— Output ~

{
"<<<Privacy Data>>>":{
"Source": ["<<<Privacy Data>>>", "<<<Privacy Data>>>"]
"Confidence": 0.xx,
"Reasoning": "xxx"

"<<<Privacy Data>>>":{
"Source": ["<<<Privacy Data>>>", "<<<Privacy Data>>>"]
"Confidence": 0.xx,
"Reasoning": "xxx"

}
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— Task

The Task is to refine the privacy inference results. Each inference includes one or more
source privacy type, a relationship, and a target privacy type with a confidence scorand
reasoning details. You need to determine if the inference is feasible based on the given
information and refine it based on the given rules.

( Instructions )

1. All privacy types must belong to the predefined privacy type list: [<<<Privacy Data>>>",
"'<<<Privacy Data>>>", "<<<Privacy Data>>>"... ]

2. Any inferred types that are already included in the provided information should be
removed.

~( Ilnput

{

"Application Scenarios": [ "<<<Scenel>>>", "<<<Scene2>>>" ]
"Collected Privacy Data Types": [ "<<<Privacy Data>>>", "<<<Privacy Data>>>",
"<<<Privacy Data>>>" ]
"Answer": {
"<<<Privacy Data>>>":{

"Source": ["<<<Privacy Data>>>", "<<<Privacy Data>>>"]
"Confidence": @.xx,
"Reasoning": "xxx"

"<<<Privacy Data>>>":{
"Source": ["<<<Privacy Data>>>", "<<<Privacy Data>>>"]
"Confidence": @.xx,
"Reasoning": "xxx"
}
¥
}

~—{ Output
{

"<<<Privacy Data>>>":{
"Source": ["<<<Privacy Data>>>", "<<<Privacy Data>>>"]
"Confidence": @.xx

s
"<<<Privacy Data>>>":{
"Source": ["<<<Privacy Data>>>", "<<<Privacy Data>>>"]
"Confidence": @.xx

¥

}
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1.6 ETHAEER
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